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'_ The Intian banks were finding

project faijures.

= ‘Bemendous improvement has taken place in the Indisn bankis
to: foislgn banks have gone for 100 percent compuierization. At
- improving their number of comiputerized branches, With the h

¢ provide the facility of internet hanking, phone and mobile bank

and ixtends-the organization’s struegies and objeciives. Weill and Oss define IT governance as
. ‘ndacountability framework to eicourage desirable behavior in the tse of IT:”
»
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CONTEMPORARY FRAMEWORK FOR IT GOVERNANCE
ININDIAN BANKS: A NEED OF ERA

R. . Kumbhar'®

INTRGDUCTION

Banking in [ndia originated in the tast decudes of'the 18th century, The oldest bank in existence in India is the State Bank of
“India, which ariginated in the Bank of Calout
r

ta i June 1806. The Indian banking systeny cowprises the folkowing institutions:

¢ Commercial Banks: Public sector: Private sector, and Foreign banks,

+  Couperative institutions: (1) Urban cobperative banks, ii) $tate cooperative banks, and (i) District Central Cooperative
banks

it difficulf 10 compete with the imternational banks in terms of the customer sorvice without the use
of the information technology and coinputers. The IT revolution hed & great impact in the Jodian banking system. The use of
temputers had led 1o introduction: of online banking in India. The use of the computerizatian in banking secior of ndin has
increassd afler the economic tiberalizationof 1991 as the country's banking sector has been exposed to- the world's market.

Today's. business environmeny is very dynamie and undergocs rapid changes becuuse of tevhnological innovation. incremsed
awargness and demands froin customers. The banki i -

Contmunicgtion Tethnalagy is ot the centre of this global change curve. The application of T cencepfs and technigues ‘has
‘bevome & sibjest of fundamental importace 1o all banks, Because of these all reazons, banks have impleraented I'T technolugies
but their-implementation is being done in a diserganized manner., Therefore, implementation of 1T is not as cffééiive 85 it should
be: T get real fruits of IT, proper [T govemance Is required, IT governance is essential to mitigute IT related rishs.and avoid T

PRESENT STATUS OF IT IN BANKING

g: sector because of the IT revolution. Most of the private and
# rapid fast, the government owned nationalized banks are alsq
elp of computerization, the (ransaction takes place ai a faster rate
ized. E Banking is emerging irrthe Indian banking sector. The banks

ing with the help of IT. All the branches of a batik are nebworked.
Tha networking also-takes place between two or more branc

hes in order 1o pravide easy accessibility for a customer. The cost
incurred on infrastructure, farniture ind employees has been decreused because of the application of IT.

wnd the waiting time of a-¢ustomer in a quee fs being minim

ITGOVERNANCE

T governance is the responsibility of the bowrd of directors

) and executive management. It is an integral part-of corporate
goveraance and consists of the leadership, organizational struct

ures and processes that ensure that the organdzation’s IT sustains
“Specifying the decision rights

Following figure (Source: developed hy researcher) shows where IT governance fit;

* "Head. Depariment of Computers, KBPIMSR, Satara, India, pdk14%2rediffmail.com
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IT governanee is & subser discipline of corporate povernance focused oo information technology (IT) sysrems and their
performanee and risk management. [n.is indivted that I'T management is diso involved in the governance process, However,:a clear-
difference imust be mmde between [T management and TT governanice. IT management focuses oft the daily effoctive and effivient
supply of 1T serviees arid operations: 17 governance, in furn, is much broader and coticgnirates on perfinming and transforming IT
to sneses present and finure demands of the husiness and pustomers. IT Governance foctees specifically on information m‘.imamgy
systemy, their-perfimnancs and risk management. The primasy goals of IT Govéimance are fo assure that the nvestments ia 1T
generate business valug, and 1o mitigate thie risks that aré associated with IT. This-cab be-dene by inplementing an organizational
structure with well-defined roles for the résponsibility of information business processes, ap;)hcarms and IT infrastructure. While:
desipting IT povernance, it is important to recognize that it is depend upon a variety of internal and external fuctors, Therefore,
Selecting the vight mechanism is a-complex process and what works for one organization may not necessartly work for snather,
even if they work in the same sector.

=~

NEED OF IT GOVERNANCE

At preseint banks sre implementing I'T applications in different areas bul these banks are not getting real benefits due to improper
governance of [T, Following are the cbstacles observed in banks 1T governance:

Top management dogs notemphasize 1T,

Shrinking the responsibility by the concerned authorities.

Poor strategic aligiment,

Ineffective resource managément,

1T staffing problem,

Mo review on 1T performance,
“Sécurity & privacy incidénts,

Lack of training.

LR T NN SR N I )

Beanking covironment has biccome highly competitive today. Te be able 10 survive and grow in the shanging warket snyiroidient
banks. are going for the latest technologies, 1T hus become a major evabler (o almest alf business transformation infiatives, How
17’ is being used will have a very imporfant impact on whether ihe organization achieves its vision, nifssion or strategic goals.
Information Teehnology has:also provided banking industry with the abifity to déal with the challenges the new toohomy Créates.

IT direcily affects how managers decide, how they plan and what products and services are offered in the banking industey. 1this

continued. to change the ‘way banks and thefr corporate relationships are arganized worldwide and the variety of innovative

devices available to enhanee the speed and quality of service delivery.

IT is now so fundamenital and persistent within enterpnses that gavernance needs 10 pay special: atfention to IT, rcviewmg how
strangly the banks rélies on I'l' and how critical IT'is for the execution of the business siralugy because 1T is-uritical in supporting
and enabling cnterprise goals and IT s strategic to the businiess growth and innavation. Business procesy transformation is very
difficult without adequate [T govemance. IT governance is essential 1o mitigate IT related risks and avoid projedt failare,
Ineffective. IT governance is lkely 1a be a root canss of the negative resulis. Following are three main reasons for importsnice of
IT Goyemaiice:

*  Value-IT is typically an expensive asset inany tvpe of organization.

*  Risk ~ Orgonizations are become dependent on IT.
» e Alignment - Overall stritegy is very much dependent upon the 1T strategy.

AREAS OF I IMPLEMENTATION IN BANKS

The sofiware packages for banking applications in India had their beginnings in the middle of 80s, when the banks started

computerizing the branches in a limited manner. The early 905 saw the reducing hardware prices and advent of cheap and
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Fdsperixive buf ihgn powercd PCs amld sesvives and banks wer in for what was calfed Towal Brauch Agtamaiion (TBA)
s, Ih the middle and hte 90s there was revelution i communication techaolegies Tike inseruet. mobileivell phones ele.
Technoiogy bas continuoushy played imgorian role in the working o banking institutions and the services providud by thew like
erfkesping of poblic money. transfer of money, issying drafis. exploring investmant opportenifies dnd lending dralis, exploring
trnutt Hieing prma_idcd‘,.ﬂ” ¥ nereasingly moving fom 4 back oifice fanction 1o a prime agsistant in increasing the valye of'y
Tkoavey time, Falowing are urews of 1T implementation in banks:

2} Deposits snd Advances
Invesismnis
ices offered W oustomurs
- Credit eardy Debit cands. ATM, E-Chegues, EFT (Elettronic Funds Transfer. i)cMAl Avcounts, Mobile Banking.
' Telephone Banking, Internet Banking, DI (Electronic Data hiterchange), Bill Payment, Smart Money Chrder. Onfing
Pavment of Exvise & Service Tax.
V Hinnan Resouree Manggement
= Manpower planning, recruitment & placement,
~  Apendaries & comipiensation management,
=~ Personnel] information system,
- - Trainibg & dovelopment.
) Fivanvial Acoounting

T GOVERNANCE FRAMEWORK FOR BANKS

Pundamentally, 1T governance i concerned with two things: Value dalwuy of IT to the business. and mitigation of IT risks. The
st Is driven by strategic-glignment of 1T with the business. The second is driven by embedding accountability into the barnk.
- Bofl need to be supported by adequate resources and measured 1o ensure that the results are obtained. This Jeads to the five focus

areis for 1T goverance. Two-of them are outcomes: value delivery and risk management. Three-of them are drivers: sirgtegic
aligriinent, fosouree managemert and performance medsirement.

Fach bank operaics.in an environment that is infiuenced by:

+  Stakehiolders (stakcholders are customers, business organizailons, shareholders, insurance companies, RBI, ather apex
findingial institutions),

»  The community,

# | Policies, Rules and Regulations of RBI and applicable faws,
Bankmg practices.

" FOCUS AREAS FOR IT GOVERNANCE IN BANKS
< N,

ioOne of the well-kaown international frameworks i achieving effective control over IT and related risks is the *Contrel
Ohjectives for Tnformation Technology™ (CORIT) that is issued by FTGI.

Figure-2

Souarces: IT Governance framework-Cobit 4.1 by IT Goverance Institute

" the framework provides five fogus wreas Tor I'T Governanoe’ and shown as below:

- Iternsttional Jawrngl of Entrepranensship & Busiiess Environment Pergpectives & Peszoitaite Joursials. AiPage
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© ay b Strategic Alignsment

Strategic altpmnent deals with the key guestiom whether a bank’s techrofony. investent-is aligred 1o 7 stmafegic busioess
abjeciives. chabling the formaisan of capabilities nevessary 1o dediver husiness valize, TT wraregy provide banks the oppasunin ia:

Reshice eosts and improve sdminisizative efficiency,
Inctwase managenial cifectivenees,

Add valye o produscts and services,

Assist in competitive posithoning,

¥ € a9

- Whille formulating an T stratéqy, =-bank mus1 consider:

Operatingoust af curreit 1T whether this provides sufficient value 1o the business.

Business abjectives and competitive environment,

Current and Tutare rechnologies: tosts, Tisks and henefits, _

Capability of the [T organization and teshnology 10 deliver carrent and future levels of service and it implication on the
bank {degree of chaoge and investment}, ) ’

4 &8

AsTT pets more cfjticat for & bank s survival inaddition to cnabling growth, 1T Strategy Cummittees need to broaden thelr séope
beyond wtlering advice onsirategy, to other aross like 1T risks, value and performance. Challenges tn 1T Stratetiy: )

- Ensuring busingss and 1T goals onscade throughou? the bank Into roles, responsibilities and actions,
Enisiring i effective communication and engagement between business and T management,
Identilying barriers 1o strategic alignment, ~
Gvalvating effectivencss of aligniment of IT and strategic business initiatives,
Monitoring and assessing current and fiture technology improvements.

* % 8 8 W

With Respect to 1T Strategio Alignment, Banks need w ensure the foltowing:

Major 1T developnient projects need 1o he aligned with business sirategy,

»  Banks should have up-to-date business strategy that sels out a clear direction for 1T that is in accordanee with the
business objectives,

» 1T investmenis need 1o be suitably balanced between maintaining the infrastrutture. that supports the: bunk’s “as is”
‘operations, and infrastructure that trapsforms the operations and enables thie business to grow and compete in few aress,

® 1T badget reflects prioritics estabilished by the 1T-related invesiment programmes and includes ongoing cosis of
maintaining the infrastructure,

+  Board's IT Strategy Comimitice reviews and aitvises the manggement about 1T-related investments,

-» IT Steering Commities {or equivalent) composed of executives from business and 1T ndnagerient hus responsibility to:
determining prioritization of TT-relaisd investment, track stawus of projects, resofve resource conflict, honitor sérvice
levels and sevvice imsproverents,

v Poformance of I'T managenent s monitored,

by Value Detivery

“The basic principles of TT value delivery are on time and within budget delivery of IT projecis, with appropriate quality, which
achieves henfits that were promised. For effective IT value delivery to be achieved, both actual costs and Return on Favestment
{RQN.need to be managed. The bank should set-expettations relative (o IT deliverables:

Fit for purpose and meeting business requirements,
Flexibility to adopt future requirements,

Throughput and response times,

Ease of use and sequrity,

Integrity, accuracy and confidentinlity of informarion,

- % w8 e

Alignment of technalogy to business provides valoe by delivering Infrastrucune that enable the bark to grow by improving
gustomer: satisfaction, dssuring customer feténtion, breaking into riew markets. increasing overall revenue and driving competitive
strategies. With respect to ¥value délivery™, banks neid to ensire that:

IT function must supports Manageierit Informaticn System in respect of decision making by management,

* IT enabied investment programmes ad other 1T assets and services ate managed to determine thiaf, they defiver the
greatest possible value in supporting the bank’s strategy and objectives,

¢ Imdependent assurance on the achievement of IT chjectives and the contral of IT risks is conducted regularly,

Internationgl Journat of Endreprencirship & Business Envirofiment Perspectives € Pezzofigite Jourmls. W2iPage
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»  Bifsetive 1T conttols are place 1o minimize 1 rclated risks. inerease efffelency. usé resources optitmally and increase the
effectiveness of 1T processes.

and with the necessiry fevel of fimetionality,

= I imemnat control failures and weaknesses and their actual antd putential impact need io e eveluated and mamagement

takes suitahile actions in respeet of such control failures or weaknesses,

¢ Projecilevel stefing commitiees needs 1o be created for wiking responsibility for execution of the pivject plan,

sehigvement of nutgomes and projeet completion, The varibus responsibilities include reviewing progress agninst thic

L pludet pldn, reviewing and afiprovitg chinges 1o project resource allocation. tishe lines, objectivis; costs, kevping the

+ proseel seope under vontrol,

s 1T Steering: Cotnmitice or apy of its snb committees invelving the CIO and sepjor business mapagers priogitize T
Anitiatives ahd-assigieovwnership: for 1T-enabled business opportunitics,

& Perivdical review of all non-performing or invelevant IT projects in the bank. if any, and taking suitable actions,

T Resource Management

Ackey w sugcessful IT perfornianes is optimal investment, use and allocation of [T resoutoes: peaple, applications, tectinology,
Tacilities and dara. in. servicing the bank's noeds. Additionally. the biggest chalienge has been 1o koow where dnd how o
outsoures;, and then o know how 10 1anage the outsgurced services in'a way that delivers the values promised at an seceplable
prive. IT assels are comples to manage and continually change die w the nature of technology and changing business
‘tequitesnents. Effective management of hirdware life eycles, software licenses, service contracts and pérmanent and contragted
human nésources is @ ritical success facior, It s critieal for not only aptimizing the IT cost hase. but also for managing chonges,
minkmizing service incidents and assuring & reliable service quality.

For IT resource management, banks should consider the following:

*  That the Board is aware of IT resources and infrastructurs to meet strategic business objectives, .
Policies and pracedures for information sysiemns monitoring Tacilitafe, consistent and effective réporting und review of

-
fopging, monitoring and reporting of system ovents,
+ Information on T investments is available to the Board and Senior Management,
*  Responsibilities, retattonships, authorities and. performance eriteria of project team miembers. and stakeholders are

stated,

o~ Requirement for trained Tesources, with the féquisite skill sets for the TT function, is understond and isessed, A
periodic assessment of the training requirenients for human resources is made 1o ensure that sufficient, competont and
xapable humun resources arce available.

31T Risk Management

Effective risk munagement beging whth identifying high-level risk exposures. Dependent on the type of risk, praject and-its
significance to the business, Board and Senior Management may choose 10 take up any of the three actions:’

*  Mitigate—lmplement controls (e.g: aequire and deploy security lechnology to protedt the IT infrastructure),
+  Transfer—Share risk with partners or fransfer to insurance coverage,
%, Accept—Farmally-acknowledge that the risk exists and monitor it.

At & besic Jevel, risk should av least be. analyzid, even if there is no immediate dction fo be faken, the swarenoss of risk will
influence strategic decisions. An IT control framéework defines stakeholders and relevant controls for offective Enterprise Risk
Manitigement. The “risk segister”, usually in farm of & table, Is 5 tool that assists in risk management. It is also called a “risk log*.
1t wsuglty is-used whn planning for thé Rurare that fneludes project, organizational, or financial plans. Risk inanagement uses risk
registers:to identify, analyze and manage risks in.a cléar and coneise manner. Risk register eontains information on each identified
fisk and planned responses arerecorded in the event the risk materializes, as well as 2 summary of what actions should be taken
before bund to reduce the impact, Risks are ranked in order of likelihood, or of their fmpact and fecord the-analysis and evaluagion
of risks that have been identifisd. The register or the log may be created for a new project or investment, In. respect {0 1T risk
mankgement, banks should consider the (llowing:

* ' Bank-wide risk management policy, in which operational risk policy includes |T-related risks, is-in place, The Risk
Management Committes perfodically reviews and updates the same (at least sannuaily),

s  Bank’s risk management processes for its e-banking activities are integrated into is overail risk manggement agiproach,
All visks relafed to-suppliers are considered, .
1T management needs 1o sssess 1T risks and suitably mitigate them.

¢ Operational risk inkerent in all material produets, activities, processes, systems, is assessed, and refevant controls are
implemented and monitored.
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, : e Information security policy is in place and reguirgments indicated in the chapler on infrmation seeusly are cunsidered.
o Conyprchensive und centialized citange contro! sysibm Is nplomented w1 levels {project or apphieation). so dhat changes
afe appropriately reviewed sad approved.
»  Foreanaging project risks. @ cotsistent and {ormally defined programme snd projeci managemént approach needs to be
applicd w0 11 projects that enable stakehelifer panivipamion and monitoring of project risks nnd progress.
o inwer-dependencies between visk elgiments are considered in the risk assessment. prucess,

e} Performance Messurement
[T performance imagement aims at:

w Identifving and quantifving 1T costs and benefits, :

s Overcorting limitations of tradifional quantifable peiformance measures {financial 1ermsy sich as ROJ, Net Prosent
Vakie (NPVY, Internal Rate of Retuen (IRR) and payback atethod,

= Owercoming limitations of medsuring “unquantifiable’™ values.

Tn respectto the FT performance iahagement, the considerations for 4 bank are the following:

= Thal information on. 1T projects that have an impact on the bank’s risk profile and stratepy are reported 10 appropriste
levels of management and undergo appropriate strategic and e0st and reward analysis on 4 periodic basis.

& Processes for making return versus risk balance may bé considered and supporied with standard templates or-tools,
“Fools such-as IT balanced scorecard is considered for implementation, with approval from key stakeholders. to measure
performance along dimensions: Tinancial, customer satisfuction, process effectivencss; fiture capﬁb:h’ly and assess [T
management performance based on métrics such as scheduled uptime,. sérvice levels, transaction throughput and
respanise fimes and application availability.

v The bank may also consider assessing the. maturity level, set & farget as pér the [T (overnance maturity-modsl, design
an action plan and subsequently implement it to.reach the target maturity lovef,

& Periodic-aksessment 0f IT budget deviatfons.

+  Periodic review and update of 18 Policies and guidelines.

CONCLUSIONS
Banking organizations initiated computerization in the middle of'80s. However, most of the areas covered under computerization
are at operationat fevel, This hus. resulted in poor information management, which witimately resulied in poor and irrelevant
decisions at the top level leading 1o ineffective gevernance. IT governanee is a very critival pracess; it neads 10 be implemented
with right spirit. with high level of commitment from top management and stakeholders of banks. Adopting IT gaveraance
framework bank will create the foundation for improved business efficiency, decision making and resulting into good governance,
Therefore, proposed IT governance will ensble banking sector for achieving grester heights both hotizontally and vertically,
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